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Chuck Norris On Security.

Vulnerabilities are in
specification and design, but mostly mistakes

. Any large software package will
have thousands of mistakes. Once discovered,
they can be . This 1s the
point of security patching: eliminating known
vulnerabilities. But many systems don't get
patched, so the




Bruce Schneier finds SHR-512
collisions by banging hashes together.




How to find vulnerabilities?

e Application Penetration Testing
* Fuzzing

e Reverse Engineering

e Source Code Review

e Or.. Being more advanced:

— Tracking software bugs, introducing bugs into
software, reversing security patches




Who isintprested in
finding them?

Hackers
Software Companies
Criminals

Governments
Media




How much does a

O0-day vulnerability cost?

ADOBE READER

MAC OSX

ANDROID

FLASH OR JAVA BROWSER PLUG-INS
MICROSOFT WORD

WINDOWS

FIREFOX OR SAFARI

CHROME OR INTERNET EXPLORER
10S

$5,000-$30,000
$20,000-$50,000
$30,000-$60,000
$40,000-%100,000
$50,000-$100,000
$60,000-%$120,000
$60,000-%$150,000
$80,000-%$200,000
$100,000-$250,000




‘“White Market”

When or why to sell to white market?

é? ==ER0 DAY

INITIATIVE
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“BlackMarket”




What happens when
you sell to the
black market?




McAfee Labs Detects Zero-Day Exploit
Targeting Microsoft Office %8

By Haifei Li on Nov 05, 2013
Fluke /75 Share | 36 812 W Tweet |76

Last Thursday morning (October 31), our Advanced Exploit Detection System (AEDS), which
we discussed in an earlier post, detected a suspicious sample targeting Microsoft Office. After
some investigation, we confirmed this is a zero-day attack.

Considering the importance of this incident, we shared our findings immediately with the
Microsoft Security Response Center and worked closely with them in the last couple days.
Today, as Microsoft has publicly released the security advisory with mitigations and
workarounds, we feel it is time to share some detail of this zero-day attack.

Here is the traffic captured by this attack on a fully updated version of Office 2007 running on
Windows XP SP3.

=10/ ]
Stream Content

ET /bruce/winword.exe HTTP/1.1 ﬁl
CCOnNTajm /s

ccept-Encoding: ?zip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; Trident/4.0; InforPath.2)
HOST :

onnection: Keep-Alive

HTTP/1.1 200 OK

Date: NN

server: Apache/2.2.24 (unix) mod_ss1/2.2.24 openssL/0.9. 8e-fi§s-rhe’ls
_auth_passthrough/2.1 mod_bwlimited/1.4 FrontPage/5.0.2.2635
Last-Modified: Thu, 31 oct 2013 08:07:52 GMT




And why automate it?

It‘s faster!!
— The hacker — can break more
— The software company — can fix faster
— Criminals — can make more money
— Governments — can ... [SECRET]
— Media — has more to write about







What happens in Windows7
stays in Windows7...
Win7 Win8

quartz.dll quartz.dll

lea ecx, [ebp+chb]
XOor eax, eax push ecx
inc eax push 4
shl eax, cl push eax
.o ule)vs [esi], eax
shl eax, 2 call ?ULongMult@@YGJIKKPAKQZ
push eax ; cb test eax, eax
call

ds: imp CoTaskMemAlloc@4 push [ebp+cb] ; cb
call
ds: imp CoTaskMemAlloc@4




Counting Function Calls

IDA View-A || I €® Occurrences of: ULong[*\s] [ ‘ ® occurrences of: ULongadd [E) IE

Win7 Address Function Instruction
text:35532BA1 _ConvertVideolnfoToVideolnf... call ?ULongAdd@@YGJK
| Halioavizw-A4| ) | V¥ Occurrences of: UlongAdd [ | W Occurr| text:35620869 720CImplReader 1@ @QAE@P.. call ?ULongAdd@@YGIK
Address Function Ins| .text:356208F0 7720CImplReader_1@@QAE@P... call ?ULongAdd@@YGJK
text:76039427 2ULongAdd@@YGJKKPAK@Z text:35620930 720CImplReader_1@@QAE@P... call ?ULongAdd@@YGJK
text: 76131235 ?NotifyExternalMemory@CRe... text:355335DD _CheckMPEG1VideolnfoType@4 call ?ULongAdd@@YGIK
text:76130CC7 ?Configure@CRecCache@@... text:3557CC3B ?GetMaxConnectionsSize@CF... call ?ULongAdd@@YGJK
text:76130C44 ?Configure@CRecCache@@... text:3562094C 770CImplReader_1@@QAE@P... call ?ULongAdd@@YGJK
text:7612F39D 720CImplReader 1@@QAE@P... text:3554D675 _CheckMPEG2VideolnfoType@4 call ?ULongAdd@@YGJK
text:7612F387 720CImplReader 1@ @QAE@P... text:355772FB ?Copylmage@CBaseControlVi... call ?ULongAdd@@YGJK
text:7612F346 ?20CImplReader 1@ @QAE@P... text:3557CC28 ?GetMaxConnectionsSize@CF... call ?ULongAdd@@YGJK
text:7612F2DD 720CImplReader_1@@QAE@P... text:356210E6 sub_356210D4 call ?ULongAdd@@YGIK
text:7612E938 ?AlignUp@CImplReader_1@... text:3557CC4C ?GetMaxConnectionsSize@CF... call ?ULongAdd@@YGJK
text:7612B58B ?Copylmage@CBaseControlVi... text:3557CC8A ?GetMaxConnectionsSize@CF... call ?ULongAdd@@YGJK
text: 76115480 ?GetFrame@CID3Parse@@CG... text:3557CCD3 ?GetMaxConnectionsSize@CF... call ?ULongAdd@@YGJK
text: 76115438 ?GetFrame@CID3Parse@@CG... text:35582C5D MediaTypeToText@@YGJVC... call ?ULongAdd@@YGJK
text:761153B0 ?ExtendedHeaderLength@CID... text:35592000 ?GetMediaType@CAVIDec@@... call ?ULongAdd@@YGJK
text:7610981E 7WSTRFromAnsi@@YGJPAPA... text:3559300C ?StartStreaming@CMJPGEnc... call ?ULongAdd@@YGIK
text:761078C7 sub_76107849 text:35593B95 Transform@CMJPGEnc@@U... call ?ULongAdd@@YGJK
text:76104E48 ?CreateQutputPins@CWAVEP... text:355CBD7C ?CopyRGBSurfToDIB@CAlloca... call ?ULongAdd@@YGJK
text:76104DF4 ?CreateQutputPins@CWAVEP... text:355D45C8 ?SetToVideoInfoHeader2 @VP... call ?ULongAdd@@YGIK
text:76104DDC ?CreateOutputPins@CWAVEP.., text:355EC6F1 ?CopyRGBSurfToDIB@CAlloca... call ?ULongAdd@@YGJK
text:76104C2E ?CreateOutputPins@CWAVEP... text:355FFO6F ?BuildMT@CAVIMSROUtPin@... call ?ULongAdd@@YGJK
text:76104C19 ?CreateOutputPins@CWAVEP... text:355FF87F ?SearchList@@YGJPAUIAsync... call ?ULongAdd@@YGJK
text:76104BBA ?CreateOutputPins@CWAVEP.., text:355FF95D ?Search@CAviMSRFilter@@A... call ?ULongAdd@@YGJK
text:761039E5 720CImplOIdAvilndex@ @QAE... text:35600A68 ValidateSuperindex@CImplSt... call ?ULongAdd@@YGIK
text:761035A5 ValidateSuperindex@CImplSt... text:35600ADB ValidateStdIndex@CIlmplStdA... call ?ULongAdd@@YGJK
text:7610351A ValidateStdIndex@CImplStdA... text: 35601 26F 2 CImnlQldAviindex@@OAF call_ Ul onoAdd@@YGIK
text7610179A ?BuildMT@CAVIMSROUtPin@... | Line43 of 46
text:761004DA ?SearchList@@YGJPAUIAsync... call ?ULongAdd@@
text: 76100421 ?Search@CAvIMSRFilter@@A call__?Ul onoAdd@@ Wins
Line 35 of 44

quartz.lib



Spot The Patch

cx, 8

short loc_7609BSEC
eax, 80048226h
short loc_76089B933

; CODE XREF:
eax, eax
eax
eax, cl
esi
esi, [ebp+arg_#8]
edi
[esi], eax
eax, 2
eax ; cb
ds:__imp__CoTaskMemAlloc@4 ;
edi, [ebp+arg_#4]
[edi], eax
eax, eax
short loc_76089B914
[esi], eax

push
call
mov
test
jnz
and
mov

imp

ecx, [ebp+ch]

ecx ; unsigned _ int3
I ; int
eax ; int

[esi], eax

?ULongHult@@YGJKKPAKEZ ; ULonghul
eax, eax

short loc_355B131C

eax, 8080870216h

short loc_355B1351

CODE XREF: COve
[ebp+chb] cb
ds:__imp__CoTaskMemAlloc@%4 ; CoTa
[edi], eax

eax, eax

short loc_355B1334
[esi], eax

eax, 8067006Eh
short loc 355B1351

Jor

AKE THe womlp a sareR PR



Intsafe.h & Strsafe.h

e Searching for security patches:

— Type Conversion
— Safe Math Functions
— Buffer Boundary Checks on Strings

e Set of 130 Signatures of ,Safe Functions®




UlInt8TolInt8
UlInt8ToChar
ByteTolnt8
ByteToChar
ShortTolInt8
ShortToUChar
ShortToChar
UShortToUInt8
UShortToShort
IntToInt8
IntToUChar
IntToChar

;Safe Functions®

UlInt8Add
UShortAdd
UlntAdd
ULongAdd
SizeTAdd
ULongl.ongAdd
UlInt8Sub
UShortSub
UlIntSub
ULongSub
SizeTSub
ULongLongSub

... and many many more ....

StringCbGets
StringCbGetsEx
StringCbLength
StringCbPrintf
StringCbPrintfEx
StringCbVPrintf
StringCbVPrintfEx
StringCchCat
StringCchCatEx
StringCchCatN
StringCchCatNEx
StringCchCopy




The Approach

Flexible.
Windows Library ]
Extendible.
Decompilation
or Disassembly Awesome .
Parsing to DB
Diffing Library
with New Version

Checking for
Vulnerability







retty, eh??

Library Conversion

Win7 & Win8
.C-Files

IDB2C.exe

Library Parsing

Library Diffing
Summary

Python App DiffRay
https://github.com/pinkflawd/DiffRay

Library Parsing

Database Management

Library Diffing

 J

Function_Name Pattern Win7_Hits Win8_Hits
ConvertPhysicalAddress StringCchPrintf
GetlInterfaceKeyName StringCchCat

EnumerateStateEntries StringCchCopy
GenerateHashKey StringCchPrintf

s NN
== AN

~
Database Backend




Getting the .C

Library Conversion using IDA Pro

Windows
Library

means: .dll -> .idb -> .c

Decompiled/
Disassembled
Library




Library Parsing
e DiffRay on https.//github.com/pinkflawd/DiffRay

e Parses a library / directory of libraries

e Manages libraries , functions
and signature hits

CMD Line Option Parsing

e Diff libraries functionwise

— Based on library ID
or library name pattern

Library Parsing

.C-Files

Database Management

SQlite MSSql

Library Diffing




The Database

MSSql or SQLite

- )

- /

TROOPERS 2014



Diff it!

e Compare libraries on a function basis
e Extract hits per function per signature

Function_Name
ConvertPhysicalAddress

EnumerateStateEntries
GenerateHashKey
1611-1610-9232-2136-5206

Pattern
StringCchPrintf

StringCchCopy
StringCchPrintf

Win7_Hits
2

1
1

Win8_Hits
2




DiffRay HowTo: Configuration

e signatures.conf — whatever symbols you‘re
searching for

 sig_mappings.conf — mappings for signatures

* logger.conf — logging output and formatting,
details to be found at
http://docs.python.org/2/howto/logging .html

e mssql.conf — MSSql access credentials




DiffRay HowTo: CMD Parsing

Maintenance:

python [dir]\src\Main.py --create-scheme --update-sigs

python [dir]\src\Main.py --parse [library path]
--0s [Win7|Win8] --type [C|LST]

python [dir]\src\Main.py --dirparse [directory path]
--0s [Win7|Win8] --type [C|LST]

python [dir]\src\Main.py --flushall

Switches:
--backend [mssql|sqglite]
—-no-flush




DiffRay HowTo: CMD Diffing

Info Output & Diffing:

python [dir]\src\Main.py —search libs [libname pattern]

python [dir]\src\Main.py —1ib all info [lib id]

python [dir]\src\Main.py —diff
—-1ib 1 [win71lib] --1ib 2 [win8lib]

python [dir]\src\Main.py —diff byname [libname pattern]

-“.-hn
oS

X

nnnnn



(s

1] MainWindow

[ || @] =]
IDB2C - C-File Generation SETTINGS
C:\Users\marschalek.m\git\DiffRay\de.meins.pocpoc\src\..\util\IDB2C.exe DATABASE
[SQLITE " [ CONNECT

CREATE DB Creates DB Scheme in configured DB

PARSING

C:\Python27\python.exe

FLUSH DB Flushes all Data from DB

1

UPDATE SIGS | ypdates Signatures & Mappings in DB

OPERATING SYSTEM FILE TYPE
CONFIGURATION DIALOG
©@ WIN7 @ C
) WINS () LST (deprecated)
INFO
o FﬁTm S
BY ID BY NAME PAKTER|
[ LIB ALL INFO l
Lib1 Lib2
e DIFF IT! DIFF IT!
-
DiffRay v1.1

LOG OUTPUT

DiffRay GUI v0.9 started - initial SQLite DB created in the data directory (dbdbdb.sqlite)
The commanline version is available by starting the Main.py
For more information and a (short) manual check out the project home on https: //github.com/pinkflawd DiffRay




DEMO TIME

R

.







Windows 7 (ULongAdd)
berypt.dll!ConvertRsaPrivateBlobToFullRsa

text:6D8BCO4E push 18h

text:6D80OC950 pop eax

text:6D8OC951 lea edi, [ebp+var_2C]

text:6D8OC954 rep mousd

text:6D8BC956 lea ecx, [ebp+var_4]

text:6D8BC959 push ecx

text:6D8BCY5A push [ebp+uar_24]

text:6D86BC95D mov [ebp+var_4], eax

text:6D80BC960 push eax

text:6D80OC9261 call _ULongAdd@12 ULongAdd{x,x,x)
text:6D8OCY266 test eax, eax

text:6D8OC968 jl loc_6D8BCB1E

text:6D8BC96E mov esi, [ebp+var_20]

text:6D8BC971 lea eax, [ebp+var_4]

text:6D8OBCO74 push eax

text:6D80OC975 push esi

text:6D8OC976 push [ebp+uar_4]

text:6D86OC979 call _ULongAdd@12 ULongAdd(x,x,X)
text:6D8BCO97E test eax, eax

text:6D86C986 jl loc_6D8BCB1E

text:6D80OC986 mov ebx, [ebp+var_1C]

text:6D80BC989 lea eax, [ebp+var_4]

text:6D80BC98C push eax

text:6D86BC98D push ebx

text:6D8BC98E push [ebp+var_4]

text:6D86C991 call _ULongAdd@12 ; ULongAdd{x,x,x)
text:6D80OC996 test eax, eax

text:6D80OC998 jl loc_6D8BCB1E

text:6D8BC99E mov edi, [ebp+var_18]

text:6D8BC2A1 lea eax, [ebp+var_4]

text:6D8OCoAL push eax

text:6D80OCIAS push edi

text:6D8OBC2A6 push [ebp+var_4]

text:6D86C9A9 call _ULongAdd@12 ULongAdd{x,x,X)
text:6D8BCY9AE test eax, eax

text:6D86C9BO jl loc_6D8BCB1E

I000BD4E |6D80CS4E: ConvertRsaPrivateBlobToFullRsa(x,x,x,x,x)+14




Windows 8
berypt.dll!ConvertRsaPrivateBlobToFullRsa

\boryptdl i ol =
Windows Help
aa | || (4] @‘ ot @ G «<F v 32 za X || > @D O |no debugger =1 % ’@‘ | g &
I . |

Hex View-A I @ Structures I Lfi Enums ] %= Imports I Erd Exports ]

-text:16060BFEE stosd

-text:16800BFEF mov [ebp+Dst], ecx
-text:10600BFF5 stosd

-text:1000BFF6 push 6

-text:1000BFF8 pop ecx
.text:10006BFF9 mouv esi, edx
-text:1000BFFB lea edi, [ebp+var_F8]
-text:16600C001 rep mousd

-text:16060C003 mov ecx, [ebp+var_F0]
.text:1006C0069 add ecx, 18h
-text:1600CH006C mov [ebp+var_C4], edx
-.text:108086CH012 cmp ecx, 18h
-text:108080CH015 jb loc_10886C281
-text:1600CH1B mov esi, [ebp+uvar_EC]
-text:168680C021 lea eax, [esi+ecx]
.text:106086C024 cmp eax, ecx
-text:1000C026 jb loc_1086C281
-text:180806C02C mouv ebx, [ebp+var_ES8]
-.text:1886C0632 lea edx, [ebx+eax]
.text:106006C035 cmp edx, eax
-text:18080C037 jb loc_1086C281
-text:16606C0H3D mov ecx, [ebp+var_E4]
-.text:1006CH643 lea eax, [ecx+edx]
-text:106008CH046 mov [ebp+var_DC], eax
.text:1606C04C cmp eax, edx
-text:1000CH04E jb loc_10886C281
-text:16008C054 cmp [ebp+arg_8], eax
-text:16008C057 jnb short loc_1608C069
.text:10606C059 mov esi, 800908005h
-text:1600CH5E push 626h
.text:1800CH063

.text:1080868C663 loc_1666CH63: ; CODE XREF: ConvertRsaPrivateBlobToFullRsa(x,xXx,x,X,x)+16Blj
.text:10806CH63 push esi
.text:1000C064 jmp loc_1086C28E




Windows 8 (ULongAdd)
netlogon.dll! NIpAddResourceGroupsToSamlInfo

1B |3 |sa|lld @ | & af F F o ca X|[| b @ O e debugger | §
X @IDA View-A LE]PSEUdOCOdE-AD I QOccurrences of: NipAddResourceGroupsToSamInfo ] @Hex View-A I @Structures I LEQ Enums I @Im

RtlULongAdd{size, *{{ WORD =)u3 + 1086) + ={{ WORD =)u3 + 1082) + 4, &size) < @
|| {v12 = 2, NetpULongPtrRoundUp(size, 2, &size) < 8)
|| RtlULongAdd{size, *{{ WORD *)u3 + 118) + 2, &size) < @
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd{size, *{{ WORD *)u3 + 114) + &size) < @
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd(size, *{{ WORD *)u3 + 118) + &size)
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd({size, »*{{_ WORD *)u3 + 122) + &size)
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd(size, »*({{_WORD *)u3 + 126) + &size)
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd({size, *({_WORD *)u3 + 1308) + &size)
|| NetpULongPtrRoundUp{size, 2, &size) < @
|| RtlULongAdd{size, *{{_WORD =)u3 + 134) + &size)
|| NetpULongPtrRoundUp(size, 2, &size) < @
|| RtlULongAdd{size, *{{_WORD =)u3 + 138) + &size)
|| NetpULongPtrRoundUp(size, 2, &size) < @
|| RtlULongAdd{size, *{{_WORD =)u3 + 142) + &size) a
|| NetpULongPtrRoundUp(size, 2, &size) < @
|| RtlULongAdd{size, *{{_WORD =)u3 + 146) + &size) 8)

N1PrintRoutine(256, L"NlpAddResourceGroupsToSamInfo: Integer overflow in length calculation at line %d\n
return -1073741675; ) ) )
7248-8111-6932-1904-2648




Windows 7
netlogon.dll! NIlpAddResourceGroupsToSamInfo

Debugger Options Windpws Help

%% = \8‘@ @‘ ol @ (AT «oF v & Ea) | ‘ > @ l:]lNodebugger LI % E@?ﬂ'a
1| L ICUEIE RO O R TR 0 R AR RO (R TRTR IR UL |
g X LD IDA View-A LD Pseudocode-A |j I (} Occurrences of: NIpAddResourceGroupsToSamInfo I @ Hex View-A I E Structures I L] Enums

.l + *(_UWORD x*)(v3 + 88)
+ 163

if (a1l ==6)
U1 = (OO (*(_WORD *)(u3 + 284) + u11 + *x(_WORD x)(u3 + 212) + 5) & OxFFFFFFFE)
+ *(_WORD *)(u3 + 220)
+ 3) & OxFFFFFFFE)
+ *(_WORD *)(u3 + 228)
+ 3) & OxFFFFFFFE)
+ *(_WORD *)(u3 + 236)
+ 3) & OxFFFFFFFE)
+ *(_WORD *)(u3 + 244)
+ 3) & OxFFFFFFFE)
+ %(_WORD *)(u3 + 252)
+ 3) & OxFFFFFFFE)
+ %(_WORD *)(u3 + 260)
s(6%,%) + 3) & BxXFFFFFFFE)
+ %(_WORD *)(u3 + 268)
+ 3) & OxFFFFFFFE)
+ *(_WORD x)(u3 + 276)
+ 3) & OxFFFFFFFE)
+ *(_WORD *)(u3 + 284)

XrXeXe XX + 3) & OxFFFFFFFE)
X;X) + *{_WORD *){u3 + 292)
0%, X, X, X, + 23

v33 = (uv11 + 1) & BFFFFFFFE;

v12 = MIDL_user_allocate(u33);
v38 = u12;




Windows 8 /ULongLongToUint

twext

dll! EscapeField

Attributes: bp-based frame

int _ stdcall _EscapeField{LPCWSTR psz, int)
? EscapeField@E@YGJPBGPAPAGEZ proc near ; CODE XREF: SHGetParsingNameFromPropertys

var_C
var_8
uBytes
psz
arg_4

dword
dword
dword
dword
dword

mov
push
mov
mov
sub
push
mov
push
Xor
push
mov
lea
push
push
call
push
pop
mul
push
push
call
test

ptr -6ch |
ptr -8

ptr -4

ptr 8

ptr 6Ch

edi, edi

ebp

ebp, esp

eax, [ebp+arg_X4]

esp, OCh

ebx

ebx, [ebp+psz]

esi

esi, esi

edi

[eax], esi

eax, [ebp+var_8]

eax unsigned int *
ebx 1pString
_lstrlenW@y ; lstrlenW(x)

3

ecx

ecx

edx

eax ; unsigned __inté64
?ULongLongToUInt@EYGJ_KPAIE@Z ; ULongLongToUInt({unsigned
eax, eax



Windows 7 Integer overflow
twext.dll! EscapeField

.text:086D161EB Attributes: bp-based frame

.text:086D161ED

.text:06D161E8 ; int _ stdcall _EscapeField{(LPCUWSTR psz, int)
.text:06D161E08 ?_EscapeField@RYGJPBGPAPAGEZ proc near ; CODE XREF: SHGetParsingNameFromPropert
.text:086D161ED

.text:086D161E8 var_C dword ptr -8Ch

.text:86D161E6 uBytes dword ptr -8

.text:86D161EG var_4 dword ptr -4

-text:86D161E8 psz dword ptr 8

.text:086D161EG arg_4 dword ptr OCh

.text:086D161ED

.text:06D161EB mov edi, edi

-.text:86D161E2 push ebp

.text:86D161E3 mov ebp, esp

.text:86D161ES mov eax, [ebp+arg_ 4]
.text:086D161ES8 and dword ptr [eax], O
-text:086D161EB sub esp, BCh

.text:86D161EE push edi

.text:086D161EF push [ebp+psz] ; 1pString
.text:06D161F2 call ds: ; 1strlenW({x)
.text:086D161F8 mov edi, eax

.text:06D161FA imul edi, 3

.text:06D161FD inc edi

-text:86D161FE cmp edi, 20666h

.text:086D16204 ja loc_6D16307

Ltext : R and [ebp+uBytes], 8
-text:86D1628E lea eax, [ebp+uBytes]
-text:86D16211 push eax ; uBytes
.text:06D16212 push edi ; int
.text:86D16213 call ??$LocalAllocArray@GERYGJIPAPAGEZ ; LocalAllocArray<ushor
.text:086D16218 mov




DrrrivgiS 8¢



Windows 8
cng.dll!

-text:0063EAE7

loc_3ERAE7: 5 CODE XREF: ConuertRsaPriuateBlobToFullea(x,x,x,x,x)+COTj
ecx, [esp+158h+var_14C]
[esp+158h+var_14C], eax
ecx
edx, ebx
ecx, eax
_ULongAdd@12 ; ULongAdd(x,%,X)
eax, eax
loc_3ECFA1
ecx, [esp+158h+var_14C]
eax, [esp+158h+var_14C]
eax
edx, esi
_ULongAdd@12 5 ULongAdd{x,x,x)
eax, eax
loc_3ECF1
ecx, [esp+158h+var_14C]
eax, [esp+158h+var_14C]
eax
edx, ebx
_ULongAdd@12 ;5 ULongAdd(x,x,x)
eax, eax
loc_3ECF1
ecx, [esp+158h+var_14C]
eax, [esp+158h+var_14C]
eax
edx, edi
_ULongAdd@12 ; ULongAdd(x,x,x)
eax, eax
loc_3ECF1
[esp+158h+var_144], 8
ecx, [esp+158h+var_13C]
eax, [esp+158h+var_14C]
[ecx], eax
short loc_3EB61
esi, esi
loc_3ED15

loc_3EB61: ; CODE XREF: ConvertRsaPrivateBlobToFullRsa(x,x,x,x,x)+14DTj
[ebp+arg_X4], eax
.text:0003EB6L j short loc_3EB78



ext:0000000000035ADE

ext:00000000000835AE1
ext:00000000000835AE3
ext:00000000000835AE6
ext:00000000000835AE8
ext:00000008000835AEA
ext:0000000000035AEF
ext:00000000000835AEF

ext:0000000000035AEF loc_35AEF:

ext:00000000000835AEF
ext:00000000000835AF6
ext:0000000000835AF8
ext:00000000000835AFD
ext:0000000000835B62
ext:00000000000835B62

ext:00000000000835B02 loc_35B02:

ext:0000000000835B62
ext:0000000000835B06
ext:0000000000835B08
ext:0000000000635B6D
ext:00000000006835B11
ext:00000000000635B15
ext:00000000006835B1D
ext:00000000000835B21
ext:0000000000835B26
ext:00000000000835B2E
ext:0000000000835B33
ext:0000000000835B3B
ext:00000000006835B3E
ext:00000000000835B43
ext:00000000000635B4B
ext:0000000000835B56
ext:0000000000035B54
ext:0000000000835B58
ext:00000000000835B5B
ext:0000000000835B660
ext:0000000000835B63
ext:0000000000835B67

“ecx, ri12d

Windows 7
cng.dll!

[rax], ecx

ri4, ri14

short loc_35AEF
ebx, ebx
loc_35CCH1

; CODE XREF: ConvertRsaPrivateBlobToFullRsa+186Tj
dword ptr [rsp+218h+arg_18], ecx
short loc_35B62
ebx, 80090028h
loc_35CCH1

; CODE XREF: ConvertRsaPrivateBlobToFullRsa+116Tj
rax, [rbx+18h]
edx, edx ; int
rcx, [rsp+218h+var_1B8] ; void =
rbx, [rax+r15]
r8d, [rdx+26h] ; size_t
[rsp+218h+arg_8], rax
¥13, [rbx+rbp]
memset
rcx, [rsp+218h+arg_0]
¥11, [rsp+218h+var_1B8]
rax, [rsp+218h+var_178]
r9d, ebp
[rsp+218h+var_1C8], r11
[rsp+218h+var_1D6], 1
[rsp+218h+var_1D8], rax
[¥sp+218h+var_1EB], edi
rax, [rsi+ri13]
r8, rbx
[¥sp+218h+var_1E8], rax
edx, r15d
dword ptr [rsp+218h+var_1F0], esi
[rsp+218h+var_1F8], ¥13



ksecdd.dll! SspiCopyAuthldentity

ext:00018BF9
ext:00018BF9
ext:00018BF9
ext:008018BFD
ext:00018C068
ext:00018C62
ext:00018C63
ext:000618C064
ext:00018CH7
ext:008618C6C
ext:00018C6E
ext:00618C14
ext:00018C18
ext:00618C1B
ext:008018C1E
ext:00018C1F
ext:00018C24
ext:00018C26
ext:008618C2C
ext:00018C30
ext:008618C33
ext:00018C36
ext:008618C37
ext:008018C3C
ext:00018C3E
ext:00018C4y
ext:00018C48
ext:00018C4B
ext:00018C4E
ext:00018C4F
ext:00018C54
ext:008618C56
ext:00018C5C
ext:008018C5F
ext:00018C65
ext:00018C6B
ext:00018C6D

loc_18BF9:

Windows 8

; CODE XREF: SspiCopyAuthldentity(x,x)+3CTj

edx, word ptr [ebx+16h]
eax, [ebp+arg_60]

48h

ecx

eax

[ebp+arg_8], ecx

_RtlULongAdd@12 ; RtlULongAdd{x,x,X)

eax, eax
loc_18B83

edx, word ptr [ebx+18h]
eax, [ebp+arg_#0]

ecx, [ebp+arg_0]

eax

RtlULongAdd@12 ; RtlULongAdd{x,xX,X)

eax, eax

loc_18B83

edx, word ptr [ebx+2Ch]
eax, [ebp+arg_0]

ecx, [ebp+arg_60]

eax

_RtlULongAdd@12 ; RtlULongAdd{x,x,X)

eax, eax
loc_18B83

edx, word ptr [ebx+26h]
eax, [ebp+arg_0]

ecx, [ebp+arg_#8]

eax

_RtlULongAdd@12 ; RtlULongAdd{x,x,X)

eax, eax
loc_18B83

esi, [ebp+arg 0]
esi, OFFFFh
loc_18B83

ecx, esi

?SspilocalAlloc@RYGPAXKEZ ; SspilocalfAlloc{ulong)




Windows 7
ksecdd.dll! SspiCopyAuthldentity

0000000618A9A
0000000618AA0
00000006618AA3
0000000618AA6
0000000818AAB
00000006618AAD
00000006618ABO
0000000618AB3
00000006618AB3
0000000618AB3
00000006618AB7
00000006618ABA
0000000618ABF
0000006618AC3
0000000618ACS
00000006618ACS
0000000618ACS
0000606618ACD
0000000618ACF
00000006618AD2
00000006618AD6
0000000618AD8
0000006618ADB
0000000618AE1
0000000618AEL
0000000618AE7
0000000618AEA
0000006618AEC
0000000618AF1
0000000618AF L
0000000618AF7
00000006618AFC

loc_18AB3:

loc_18ACS8:

rax, rax
loc_188A8

eax, [rbx+18h]

eax, edi

dword ptyr [rbx+2Ch], 16h
short loc_18AB3

eax, 7

eax, BFFFFFFF8h

CODE XREF: SspiCopyAuthIdentity+25BTj
rdx, [rbx+18h] void =
r8d, eax size_t
memmove
r11d, [rbx+18h]
[r12+18h], r11d

; CODE XREF: SspiCopyAuthIdentity+219Tj
quord ptr [rbx+26h], O
short loc_18B35
eax, [rbx+28h]
edi, r13w
edx, edx
eax, riad
¥13d, OFFFFFFF8h
eax, edi
eax, 7
eax, r13d
edi
[r12+28h], eax
ecx, [rax+1]
ecx, edi ; unsigned __int32
?SspilocalAlloc@EYAPEAXKE@Z ; SspilocalAlloc{ulong)
rcx, rax ; void =
[r12+28h], rax
rax, rax
loc_188A0




Windows 8
srvnet.dll!
SrvNetAllocatePoolWithTagPriority

text:00801A753 ; Attributes: bp-based frame

text:00801A753

text:080801A753 ; int _ stdcall SruNetAllocatePoolWithTagPriority(POOL_TYPE PoolType, int, ULONG Tag, EX_POOL_PRIORITY Priority)
text:0001A753 public _SruNetAllocatePoolWithTagPriority@16
text:08001A753 _SruNetAllocatePoolWithTagPriority@16 proc near
text:00801A753

text:0001A753 NumberOfBytes = dword ptr -4

text:00801A753 PoolType dword ptr 8

text:08001A753 arg 4 dword ptr 6Ch

text:080801A753 Tag dword ptr 16h

text:080801A753 Priority = dword ptr 14h

text:00801A753

text:0001A753 mov edi, edi

text:0001A755 push ebp

text:0001A756 mov ebp, esp

text:00801A758 push ecx

text:00801A759 mov edx, [ebp+arg_X4]

text:00801A75C lea eax, [ebp+NumberO0fBytes]
text:0001A75F push eax

text:00801A760 push 16

text:00801A762 pop ecx

text:0001A763 call _Rt1SizeTAdd@12 ; RtlSizeTAdd(x,x,x)
text:0001A768 test eax, eax

text:0001A76A jns short loc_1A778




Windows 7
srvnet.dll!
SrvNetAllocatePoolWithTagPriority

ext:000000000001F8F0

ext:000000000061F8F0O

ext:000000000001F8FO public SruNetAllocatePoolWithTagPriorit
ext:000000000001F8FA SruNetAllocatePoolWithTagPriority proc near
ext:000000000061F8F 0 ; CODE XREF: SrvLibLookasideCreatePool+4E}lp
ext:000000000061F8F0O

ext:00000000006061F8F6 arg_0 = qword ptr 8

ext:000000000061F8F0O

ext:00000000006081F8F 6 mov [rsp+arg_8], rbx
ext:000000000001F8F5 push rdi

ext:000000000001F8F6 sub rsp, 28h

ext:000000000001F8FA lea edi, [rdx+16h]
ext:000000000061F8FD mov ebx, ecx

ext:000000000001F8FF mov edx, edi ; NumberOfBytes
ext:000000000001F9261 call cS:

ext:000000000001F9067 mov r11, rax
ext:0000000000061F20A test rax, rax
ext:000000000061F906D jz short loc_1F96A
ext:0000000006081F906F mov [rax], edi
ext:000000000001F9211 mov [rax+4], ebx
ext:000000000001F9214 test ebx, ebx
ext:000000000001F9216 jz short loc_1F945
ext:0000000006081F918 cmp ebx, 4
ext:0000000000061F91B jz short loc_1F945
ext:0000000006081F921D cmp ebx, 1
ext:000060000061F920 i short loc 1F927







Windows 7
cryptdlg!DecodeAttrSequence

ccurrences of: Decode | E' Hex View-A ] \E Structures I LES Enums I EE] Imports ] L}] Exports |

.text:64481D28 [ebp+cbEncoded], ©
.text:64481D2C
.text:64481D2C loc_64481D2C: ; CODE XREF: DecodeAttrSequence{ulong,char c
-text:64481D2C eax, [ebp+uBytes]
.text:64481D2F ecx, [ebp+arg_18]
.text:64481D32 [ebp+pcbStructInfo], eax
-text:64481D35 eax, [ebp+var_C]
-text:64481D38 eax, [eax+i]
.text:64481D3B eax, [eax+ecx*8]
-text:64481D3E ecx, [ebp+pcbStructinfo]
.text:64481D41 ecx ; pcbStructInfo
-text:64481D42 edi puStructInfo
-text:64481D43 ) dwFlags
.text:64481D45 dword ptr [eax] cbEncoded
text:64481D47 dword ptr [eax+4] ; pbEncoded
-text:64481D4A 16h 1pszStructType
.text:64481D4C 1 duCertEncodingType
.text:64481D4E ds: ; CryptDecodeObject(x,x,X,%,¥|
-text:64481D54 eax, eax
-text:64481D56 loc_64481E0A

exi o 810 eax, [ebx+4]
ecx, [ebp+cbEncoded]
[ecx+eax], esi
dword ptr [edi] ; 1pString
ds: ; lstrlenA(x)
eax
eax ; Size
= heaiaiima . [ebp+pcbStructInfo], eax
.text:64481D72 dword ptr [edi] ; Src
.text:64481D74 esi ; Dst
text:64481D75 _memcpy
.text:64481D7A esi, [ebp+pcbStructinfo]




Windows 8
cryptdlg'DecodeAttrSequence

Hex View-A Structures ] L’j Enums ] FE Imports I S Exports

edx ; pcbStructiInfo

esi ; puStructiInfo
[ebp+pcbStructInfo], eax

eax, [edi+4]

ebx ; dwFlags

dword ptr [eax+ecx*8] ; cbEncoded
dword ptr [eax+ecx*8+4] ; pbEncoded
16h ; 1pszStructType

1 ; duCertEncodingType
ds: ; CryptDecodelObject{x,X,X,%X,X,X,X)
eax, eax

loc_64481E79

eax, [ebp+arg_14]

eax, [eax+4]

ecx, [ebp+Dst]

edx, [ebp+pbEncoded]

[edx+eax], ecx

[ebp+pcbStructinfo], ebx

edx, [esi]

eax, [ebp+pcbStructinfo]
?StringCchLengthA@RYGJPBDIPAIEZ ; StringCchLengthA{char const *,uint,uint x)
eax, eax

short loc_64481DCh

eax, [ebp+pcbStructinfo]

eax, eax

short loc_64481DC4

eax

eax ; Size
[ebp+pcbStructInfo], eax

dword ptr [esi] ; Src

[ebp+Dst] ; Dst

_memcpy




What’s CryptDIl.dll??

What is cryptdll.dll doing on my computer?

cryptdll.dll is a module associated with
Cryptography Manager from Microsoft
Corporation. This file is part of
Microsoft® Windows® Operating System
Non-system processes like cryptdil.dll
originate from software you installed on
your system. Since most applications
store data in your system’s registry, it is
likely that over time your registry suffers
fragmentation and accumulates invalid
entries which can affect your PC's
performance. It is recommended that you
check your registry to identify slowdown
issues.

File Options View Help

| Apphcations | Processes | services | st | | wsers
Image Name User Name CPU  Memc *
taskmgy exe admin o 2]
wusxck exe admin w
eaplore.exe admin w 4.
aplore, exe admin w 1.
conhost. exe Sdmin w
taskhost exe admin w
p— Sdmin o 3.
ovd, exe admin w
vaooksd. exe Sdmin w S.
ap.exe admin w 1.
oaplorer . oxe dmin w 4.
taskhost exe admin w
. 020 admin w S
hplore exe admin w 4.
« m »
L Hp Show processes from ol users | | EndProcess
Processes: 46 CPU Usage: 0% Physical Memaory: 47%
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StringCchLength

Determines whether a string exceeds the specified length, in characters.

StringCchlLength is a replacement for the following functions:
= strlen, wcslen, _tcslen

Syntax

Cs+

HRESULT StringCchLength(
_In_ LPCTSTR psz,
_In_ size_t cchMax,
_Out_ size_t *pcch

);

Parameters

psz [in]
Type: LPCTSTR

The string whose length is to be checked.

cchMax [in]
Type: size_t

The maximum number of characters allowed in psz, including the terminating null character. This value cannot
exceed STRSAFE_MAX_CCH.




CryptDecodeObject API

BOOL WINAPI CryptDecodeObject(

_In_
_In_
_In_
_Out_
_Inout_

pcbStructinfo [in, out]

DWORD dwCertEncodingType,
LPCSTR lpszStructType,
const BYTE *pbEncoded,
DWORD cbEncoded,

DWORD dwFlags,

void *pvStructInfo,

DWORD *pcbStructInfo

A pointer to a DWORD value specifying the size, in bytes, of the buffer pointed to by the pvStructinfo parameter.
When the function returns, this DWORD value contains the size of the decoded data copied to pvStructinfo. The
size contained in the variable pointed to by pcbStructinfo can indicate a size larger than the decoded structure, as

the decoded structure can include pointers to other structures. This size is the sum of the size needed by the
decoded structure and other structures pointed to.

Note When processing the data returned in the buffer, applications must use the actual size of the data returned.

The actual size can be slightly smaller than the size of the buffer specified on input. (On input, buffer sizes are
usually specified large enough to ensure that the largest possible output data fits in the buffer.) On output, the

variable pointed to by this parameter is updated to reflect the actual size of the data copied to the buffer.




Certificate DialogBox

Certificate

General ]Detels | Certification Path |

This certificate is intended to:

sEnsures the idertity of a remote computer
*Proves your identity to a remote computer
*Ensures software came from software publsher
sProtects software From alteration after publication
eProtects e-mail messages

+Allows data to be signed with the current time

Issued to: Corporate Root C4
Issued by: Corporate Root CA

valid from 10/8/2000 to 10/8/2002
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Whats Next

* Possible Extensions

— Win8, we‘re coming!!

— Extended signatures

— Symbolic Execution FTW
* Improvements

— Transparent DB library

e Known issues

— Duplicate hits, false positives, slooow,
output is not handy







